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Description

A computer science graduate has an opportunity to work managing large data sets
from smartphone applications designed to track individuals' personal health
information. His father, an epidemiologist, encourages him to consider the
project's use of personal data, as well as the ability to design algorithms that could
accurately predict and track outbreaks based on this kind of data.

Body

Zhang Kar-wai, a graduate from Stanford University’s department of computer
science, has recently accepted his first paid position at a start-up company in San
Francisco. The company’s main products consist of a line of smartphone applications
designed to track individuals’ personal health information, including their medical
records, their seasonal illnesses, their blood pressure and blood glucose levels, their
eating habits, their sleep cycles, and even their weight and reproductive health. The
products are designed primarily to help individuals reach health-related goals, and
enable users to manage their overall health and wellbeing.

Zhang was hired to join the team responsible for managing the large data sets
generated by the users of these apps. One of his responsibilities will be to develop



algorithms and analytic tools that can track the outbreak and spread of infectious
diseases in real-time using data gathered from individuals using their applications.
Their goal is to improve on the traditional methods used by the US’s Center for
Disease Control and Prevention (CDC) and the UN’s World Health Organization
(WHO).

Zhang loved developing algorithms as a student and he is looking forward to
participating in the team’s project. He was excited to tell his father, a professor of
epidemiology at Stanford’s School of Medicine, about his assignment. However,
when Zhang told his father about his responsibilities at his new job, his father’s
reaction was not what he expected. Zhang’s father expressed concern about the
project’s use of personal data, as well as their ability to design algorithms that could
accurately predict and track outbreaks based on their data.

Zhang explained to his father that the data will be aggregated and the algorithms
will undoubtedly sometimes fail, as all models do, but they will be continuously
tested and upgraded. So, he assured his father that he was up to the task. His father
remained hesitant to share in Zhang’s enthusiasm and warned him to think more
about the ethical implications of his project, and not just about whether his
algorithms will succeed or not. Should Zhang take his father’s concerns more
seriously?

Discussion Questions
1. Is it ethically permissible to use data from Internet search engines or

applications for national public health purposes? If so, does this mean it is also
permissible to use privately collected data in global public health contexts?

2. Should users of online applications or search engines be notified about the
potential use of their personal data (even in aggregated form) for public health
measures? Why/why not?

3. What are some of the ethical risks of the proposed big data analytics or
algorithms, which can sometimes lead to false positives in their efforts to
identify outbreaks and/or predict outbreak trajectories? What might be done to
mitigate such risks?
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