2
_’

Sy ) .
Online Ethics Center
FOR ENGINEERING AND SCIENCE

(e

ar J
4
i
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Description

A commercial network operator collects personal information and sells it to
companies for telemarketers without informed consent. This is one of 5 scenarios
that discuss computers and Internet privacy, sampled from a publication of the
Computer Science and Telecommunications Board (CSTB).

Body

A commercial network operator collects information about the interests and
purchases of its users by keeping track of the forums and bulletin boards they use
and the purchases they make; it then sells this information to other merchandisers.
Users are not asked if they wish to participate in redistribution of such information.

Questions



1. To what extent are such practices permitted today under existing laws and
codes of behavior?

2. What constitutes "informed consent" for the user to agree to the redistribution
of personal information?

3. For example, is it sufficient to give users the option of not participating in the
redistribution of personal information? May users be offered financial incentives
(e.g., reduced rates for using the system) if they agree to participate? How
comprehensively should possibilities be described to users to illustrate the
ramifications of redistribution?

4. How are secondary and tertiary redistribution to be controlled, if at all?

5. Once users have granted permission for redistribution, should they have the
option to revoke it? How does revocation apply to secondary and tertiary uses?

6. With what granularity should various characteristics (e.g., cigarette and alcohol
purchases, regular sign-ons to the gay and lesbian bulletin board) be associated
with the user? (At one extreme, the individual is in a group of one. At the other,
every user of the service is a member of the group.)

7. How is this situation similar to and/or different from supermarkets that track
customer purchases and preferences through scanners and check cashing,
credit cards, and personalized coupons?

Notes

This scenario was excerpted from the NRC report entitled Rights and Responsibilities
of Participants in Networked Communities (NAP 1994). Each scenario in the report
includes additional materials and commentaries on the significant issues.
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